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Artificial intelligence (Al) is poised to reshape all parts of the global
energy sector. While this critical set of evolving technologies offers
vast potential in achieving energy efficiency and sustainable net zero
goals, it also presents ethical and security risks.

This project — Responsible Al for net zero: An Australia
and India Collaborative Approach towards Practice,
Governance and Ethics in Energy Future —has been
funded by the Australian Government Department of
Foreign Affairs and Trade (DFAT), under the Australia-
India Cyber and Critical Technology Partnership
(AICCTP) Round 3. It aimed to:

- Establish current knowledge and ethical principles
relevant to Al adoption in energy sector in Australia,
India and Indo-Pacific region,

- ldentify key ethical issues shaping the use of Al'in
developing smart energy systems to achieve ‘net
zero’, and

— Recommend guidelines for translating ethical
principles into Al energy governance practice.

Our research, informed by interactive research
workshops with energy sector stakeholders in
Australia and India (Chennai, Gandhinagar and
Melbourne) and a comprehensive review of current
research, underscores the transformative potential
and inherent challenges of Al in the journey towards
net zero.

Drawing on diverse perspectives from across the
sector in these two national contexts this report will
help policy makers and stakeholders from across the
energy sector chart a pathway toward the
implementation of responsible Al principles.

Al’'s promise and potential

Stakeholders in the energy sector are becoming
well-versed in Al applications to achieve net zero. Al is
primarily viewed as a powerful tool for prediction and
forecasting, such as predictive maintenance of grid
infrastructure. Al technologies also hold the promise
to revolutionise smart energy systems, which is crucial
for sustainable energy practices and achieving net
zero goals.

Responsible Al for net zero

Managing the risks of Al

Responsible Al is about contributing to positive
outcomes while mitigating risks. Effective Al
integration requires the energy sector’s systems,
processes, and technologies to be Al-ready,
particularly in improving data gathering and data and
Al governance. Data quality is crucial for ensuring Al
makes accurate, privacy-preserving and unbiased
decisions. Despite the risks, there is increasing
interest in Al's transformative potential for the
energy sector.

Essential responsible Al principles

Stakeholders understood that mistakes made by Al
should have clear human accountability, ensuring that
responsibility is attributable. Al must respond to local
conditions while maintaining consistency across
contexts. Moreover, Al usage decisions should involve
diverse stakeholder input. Despite differences in the
energy sectors in Australia and India, participants
understood that implementing a shared set of
responsible Al principles is key to stakeholder
acceptance, with ethical, equitable, and sustainable Al
deployment as priorities for both nations.

Need for a clear roadmap to embed
responsible Al

A well-defined roadmap is crucial for identifying and
prioritising key aspects of successful Al adoption in
the energy sector. Data and detailed analysis are
essential for developing regulations that respond to
local conditions. Realising responsible Al across the
sector requires multi-stakeholder collaboration,
including government, industry, academia, energy
regulators, and startups. Our roadmap serves as a
foundational step towards integrating responsible Al
principles into the energy sector, aiming for a resilient
and sustainable energy future supporting net zero.
Further work and collaboration are necessary to
achieve this vision.

Swinburne University of Technology
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The transition to net zero relies on development of digital tools for
the energy sector, with Artificial Intelligence (Al) being a key factor
in achieving ‘net zero’ targets (2050 — Australia and 2070 - India)™.

The use of Al puts significant pressure on ethical
values and fundamental rights that drive our societies.
The ethical concerns arise not only from privacy
violations regarding collection and use of sensitive
consumer/prosumer data, but also from the imperative
to safeguard energy equity and affordability while
maintaining sustainability and resilience to emerging
security threats to energy infrastructure.

Through a rigorous stakeholder engagement approach
across Australia and India this project brought
together utility providers, regulators, local
government, and businesses to develop a collective
nuanced understanding of the challenges and
opportunities associated with integrating Al into
energy systems towards achieving net zero.

This report presents the findings of this project

and the research conducted into identifying the
challenges and opportunities as well as relevant
guidelines in the responsible and ethical deployment
and adoption of Al in the energy sector. This project
has contributed to the global discourse on
responsible Al development and deployment in

the energy sector.

We hope that the insights and recommendations
presented in this report will provide valuable
knowledge for policymakers, industry leaders,
researchers, and stakeholders across the energy
value chain and others committed to establishing
responsible Al practices that support the transition
to a clean and sustainable energy future for achieving
net zero goals.

Figure 1: Energy value chain
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This project employed a combination of desktop research and
interactive qualitative research workshops to capture data from
a range of stakeholders.

Participant consent protocols were approved by Swinburne’s ethics committee (20237513-17124).
Our research design is presented in Figure 2 below and briefly elaborated further in this section.

Figure 2: Research design adopted for the project
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Research methodology

Desktop research and analysis

The objective of our desktop research was to conduct
a systematic literature study to and identify the use
cases of Al within the energy sector specifically
around the development of Smart Energy Systems
(SESs) which are fundamental in reaching net zero. We
conducted searches on Google Scholar, IEEE Xplore,
and ACM Digital Library, focusing on academic papers
and industry reports published between 2020 and
2023. Based on our preliminary review, we selected

48 papers (see Figure 12 in Appendix A) and reports
that closely aligned with the project’s objectives.

This desktop research analysis aimed to:

- Explore the local (Australia and India) and global
landscape of Al and Responsible Al in the
development of SESs for achieving net zero in the
energy sector.

— Guide the development of the interactive research
workshop.

- Inform the current state and future potential of Al
and Responsible Al in the energy sector and identify
the key areas for further exploration and
development.

Responsible Al for net zero

Interactive research workshops in
Australia and India

We conducted three full-day interactive research
workshops: two in India (Chennai and Gandhinagar)
and one in Melbourne. These workshops aimed to
engage a range of stakeholders including academics,
researchers, energy sector professionals, and other
relevant stakeholders across the energy value chain
to discuss their understanding, knowledge and related
challenges and opportunities of responsible use of Al
in the energy sector. Specifically, the workshops
aimed to:

- Engage diverse stakeholders from both countries to
discuss their knowledge of Responsible Al.

- |dentify and discuss use cases for Al in the energy
sector.

- Explore the knowledge of energy sector
stakeholders about Al and specifically
Responsible Al.

- Gauge the potential of Al as a tool to support net
zero and importance of using it responsibly.

— Speculate on the potential implications in
responsible use of Al in the energy sector.

- Understand key guidelines and stakeholders that
need to be engaged to ensure Al is implemented
responsibly.

To achieve this aim, each of the workshops in Australia
and India followed similar formats. The workshops
included three sessions over the course of the day.

In India, speakers from industry, academia, and the
project team gave short presentations at the
beginning of each session. These presentations
contextualised Responsible Al, Al in the energy sector,
and why we are interested in the responsible use of Al
to support our transition to net zero.

Swinburne University of Technology



Research methodology

Next, the participants broke off into small breakout
sessions (groups) for facilitated discussions. The
composition of the groups was decided by the project
team prior to the workshop based on registered
participants. The project team considered diversity
and sufficient representation from stakeholder
category (academia, industry, utility providers,
government) when composing the groups.

To focus these discussions, the team used posters
with questions representing the corresponding
session and space for participants to note their
responses using Post-it notes. In addition to this
written record, each conversation was audio and video
recorded, and photographs were taken of the posters
and Post-it notes. Further, each group also had one of
the project team members as part of the group to
help facilitate the conversations. Finally, a
representative from each small group summarised
the key points of discussions to all workshop
participants.

Figure 3: A snapshot of interactive research workshops in Australia (Melbourne) and India (Chennai and Gandhinagar)

Responsible Al for net zero
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Research methodology

Workshop data an a|ysis Figure 4: Project team sifting through data collected from

workshop
This activity involved a thorough examination of data
collected from all the workshops. The analysis aimed
to aggregate and analyse both individual workshops
as well as collective feedback and discussions made
through qualitative analysis. We employed a two-part
qualitative analysis process:

1. Thematic analysis: Analysed the data collected
from the workshops, organised by the various
themes of the questions discussed. Specifically

- Reviewed posters and participant responses
noted on Post-it notes.

- Summarised key ideas/themes that highlighted
from group conversations.

- Used visual whiteboard software Miro to record
and organise key ideas.

- Compared and contrasted ideas from different
workshops to identify similarities and
differences.

2. Validation findings through recordings: Validated
thematic analysis results by revisiting audio and
video recordings.

— Reflected on key ideas/themes developed
during the thematic analysis.

— Compared and contrasted themes with
participants’ verbal discussions.

— Captured key quotes to support the discussion.

Figure 5: Project team using Miro board for organising and analysing the workshop participant responses

Responsible Al for net zero Swinburne University of Technology



Responsible Al for net zero -
A global research landscape

In this section we present our analysis of the desktop literature.

The word cloud in Figure 6 highlights the most
frequently occurring keywords in our surveyed
literature (see Figure 12 in Appendix A). These
keywords present the key themes and focal points
of discussion in the current literature across the
areas of Al, responsible Al, net zero, and energy.

Some of the key findings include:

- Energy and policy: The prominence of “energy”
and “policy” underscores the emphasis on energy
management and regulatory frameworks.

- Al integration: Frequent mentions of “artificial
intelligence” and “smart” technologies reflect the
increasing role of Al and digital technologies in
the energy sector.

- Sustainability and renewable energy: Keywords
such as “renewable,” “sustainable,” and “net zero”
highlight the shift towards environmentally friendly
energy systems.

- Data and analysis: The importance of “data,”
“analysis,” and “system” emphasises the need for
data-driven decision-making.

- Ethics and privacy: The inclusion of “ethics” and
“privacy” indicates growing concerns about ethical
considerations and data privacy in smart energy
systems.

Figure 6: A word cloud of the top keywords from research spectrum in smart energy systems

Responsible Al for net zero
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Responsible Al for net zero — A global research landscape

Applications in the energy sector for achieving net zero

We categorised Al applications used in the current - Energy distribution: Dynamically balance supply

energy systems based on four major areas of the and demand, enabling efficient energy flow,

energy supply chain: minimise energy waste.

- Energy generation: Optimise and increase - Energy consumption: Accelerate the development
renewable energy use and maximise efficiency of of intelligent energy management systems for
energy generation. consumers by learning and adapting to energy

consumption patterns, controlling energy

- Energy transmission: Enhance grid stability and . :
consumption, and reducing energy losses.

reliability through predictive analytics, foreseeing

and mitigating potential disruptions. Table 1 provides a summary of Al applications and how
they help support net zero transition across the above
four major areas.

Table 1: Al applications, their objectives, and their impacts associated with net zero goals
(1: Increasing renewable energy adoption, 2: Enhancing energy efficiency, 3: Advancing grid resilience)

Energy Application Objective Net zero impact
systems 1 3
Energy DERs (Distributed Energy ~ To plan energy generation based on available v v v
generation Resources) optimisation? resources.
Load forecasting® To forecast electricity demand learning based
. . vV
framework based on historical data.
Generation forecasting® To predict energy generation to facilitate v v
energy management.
Renewable integration To expand the adoption of renewable energy v
Planning® sources.
Energy Power flow optimisation® To provide voltage stability by optimising v v
transmission power flow of transmission network.
Grid stabilisation” To balance the generation and demand of v v
energy in power system.
Fault detection and To detect and classify transmission line faults. v
diagnosis®
Energy System improvement To reduce active power losses by optimising v
distribution  planning® shunt capacitor installation locations.
Network loss reduction™ To tune PID controllers for controlling v v
microgrid grid voltage.
Fault detection and To diagnose energy network fault.
. . vV
diagnosis™
Demand response To forecast and generate demand response
management® messages for load changes and optimising the v
demand curve.
Energy Homeenergymanagement® To optimise energy consumption in response v v
consumption to changes in supply, price, and demand.
Smart buildings efficiency™ To regulate the temperature of buildings. Vv
Fault detection®™ To detect and diagnose sensor faults in v v
building energy systems.
Theft detection™ To distinguish between normal electricity v v

consumption and suspected pattern.

Responsible Al for net zero Swinburne University of Technology



Responsible Al for net zero — A global research landscape

Considerations for responsible use of Al

As noted from the literature, Al is recognised as a key These dimensions have been identified from a

pillar of future sustainable energy systems and offers synthesis of our desktop research™ ® 20 on ethical Al
significant advantages in achieving our net zero goals. principles and responsible Al practices that have been
However, the use of Al also raises key questions about  highlighted by researchers as important for future

its responsible use. In the energy sector, a responsible  research topics. This synthesis reflects the evolving

Al paradigm can help guide the use of Al ethically, understanding of how to apply Al technologies
equitably, and sustainably. Table 2 presents seven responsibly in the energy sector.

key dimensions of responsible Al principles that

need to be considered for development and

deployment of responsible Al-based energy systems.

Table 2: Dimensions of responsible Al in smart energy systems

Dimension Core concept Key considerations

Data Promote privacy, data protection, bias, fairness, and Ethical data use, preventing bias,
security. Responsible data practices are vital for data security
developing and using Al systems ethically and
socially.

Algorithm Al technologies must support efficient energy Algorithmic transparency,
management while being transparent, explainable, explainable Al, accountability

accountable, and responsible. This fosters trust,
fairness, and societal well-being.
Human-centric Al should prioritise human-centric values and User consent, autonomy, human
well-being, including user consent, autonomy, human impact and safety
impact, and safety.
Social and Ensure Al’'s positive impact on society by adheringto  Fairness, non-discrimination,
societal principles of fairness, non-discrimination, social social responsibility
responsibility, and beneficence, establishing the
equitable and ethical application of Al
Governance and  Guide that Al applications align with legal frameworks Regulatory compliance, adherence
regulatory and cultural expectations, including regulatory to laws, cultural norms
compliance, adherence to laws, and global and
cultural norms.

Environmental Promote sustainability and minimises the Sustainability, environmental
environmental footprint of Al technologies. stewardship

Economic and Focus on the economic impacts and labour Economic growth, labour market

labour considerations of Al applications, ensuring they dynamics

contribute to economic growth and address labour
market dynamics responsibly.

Responsible Al for net zero Swinburne University of Technology



Research workshops -
An Australia India collective

Workshop participants

The workshops attracted a diverse group of participants from various
sectors and locations across Australia and India.

The Figure 7 illustrates the distribution of participants %i/%‘:e 7: Breakdown of workshop participants by organization
by organisation type. Academics made up the
majority, accounting for 51.7 % of the attendees. This
was followed by equal representation from the Small
medium-sized enterprises (SMEs)/Startups and
Industry sectors, each contributing 16.7 %.
Participants from Electric Utility represented 11.7 %,
while Government representatives made up 3.3 %.
The workshop had 83 % male and 17 % female
participants, which further highlighting the need for
increased gender diversity in the energy sector which
has been identified as a challenge?'.

16.7 %

16.7 %

Nn7% 3%

Figure 8 presents a map showing the geographical
distribution of the workshop locations and the
participants’ locations.

SME/startups 16.7 % Electric utility 11.7 %
Industry 16.7 % B Academic 517 %

Government 3.3 %

Figure 8: Geographical distribution of workshop locations and participant counts

(©) Workshop location

AUSTRALIA
- -

Melbourne
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Research workshops — An Australia India collective

Workshop session themes

The sessions focused on the following key themes as described in Table 3. During the breakout sessions,
participants worked in smaller groups to discuss and capture their ideas across each of the breakout session
guestion area.

Table 3: Summary of objective of each session and questions used for breakout discussions

Session Objective Breakout questions

1 What are the key use cases of Al in the - What are the use cases?

energy sector, and how do they relate to - What is the data that might be used?

?

net zero’ - What are the benefits and risk?
2 What are the key challenges in the use of - What are the challenges in using Al?

responsible Al in the energy sector? - What does responsible Al mean to you?

— What are the issues related to responsible use of Al?

& What are the best ways to govern Alinthe - Who are the essential stakeholders for shaping

energy sector to ensure that it is ethical responsible Al?

and responsible? - What are the challenges in operationalising

responsible Al?

Figure 10: Photos of worksheets capturing key discussion points from each of the workshop sessions (Table 3)

Responsible Al for net zero Swinburne University of Technology



Foundations for establishing
responsible Al for net zero guidelines

In this section, we present the outcomes from the analysis of data
collected during the three workshops.

In Chennai, Gandhinagar and Melbourne the
discussion was underpinned by two main
assumptions:

1. First,when we are talking about Al we are talking
about applications and use cases that are still
emerging, with an interest in its potential for Al
to help transform the energy sector.

2. Second, the transformation of the energy sector
in support of sustainability was assumed to be
vital and inevitable, with net zero simply one
expression of sustainability.

These ‘taken-for-granted’ commitments to net zero
meant that participants focused their discussions on
how Al could be used to support that goal, instead of
whether that was the right goal and technology (Al) for
the energy sector.

Responsible Al for net zero

The role of Al in supporting the
transition to net zero

The first session of the workshops sought to uncover
what the stakeholders felt was the role of Al in
transitioning the energy sector towards net zero.

By asking participants about use cases related to Al
and energy, our aim was to explore what people knew
about the use of Al in the energy sector, and how it
could be used to support net zero.

In all three workshops participants demonstrated that
they were aware of the possibilities and potential uses
of Al and discussed the different ways that it could be
used in the energy sector, including to support the
sector’s transition to net zero. This discussion drew on
their existing knowledge of Al and of the energy sector.
Based on this knowledge, there was a strong sense
that Al could support efficiency and optimisation.

In the workshops participants explored how these
capabilities might be used across different parts of
the energy sector value chain.

Swinburne University of Technology



Foundations for establishing responsible Al for net zero Guidelines

Key findings
Al is an enabler, not a solution

This perspective indicates that while Al can drive
technological advancements, it is not a standalone
solution but a tool that enables broader technological
developments.

“We believe that Al is the enabler of new
technologies. It’s not the solution.”

Diverse applications and problem-specific Al

Participants acknowledged the complexity of
selecting the appropriate Al system based on the
specific problem to be addressed. This highlights the
importance of problem definition in Al adoption.

“There are lots of different types of Al uniquely
tailored to solving lots of different types of
problems, and knowing the specific kind of
problem that you have, is in itself a difficult thing
to do, so that’s something that needs to be
considered going forward —what are we actually
trying to solve here, because that will actually
dictate the type of Al system that you actually
want to implement.”

“Am | talking about controlling energy management
at the transmission level? Am | talking about
energy management at the solution level?

Or, am | talking about energy management
at the customer level?”

Responsible Al for net zero

Awareness of Al’s potential

Participants of all three workshops were aware of the
use of Al for prediction and accurate demand-based
forecasting which could shift the energy sector from
reactive to anticipatory management. Key examples
include:

1. Predictive Maintenance: Al can anticipate
maintenance needs for the grid, reducing
infrastructure failures and operational disruptions.

2. Demand Management: Al can forecast energy
demand and manage load, particularly for
distributed energy resources like home batteries
and rooftop solar panels.

“I think for predicting energy demand it’s quite
useful, because the data is already there.”

“You could use Al at an individual home level to shut
off my refrigerator when | don’t need it, shut off my
AC when | don’t need it, based on my consumption,
and my society’s consumption.”

“Al will be much more impactful to derive decisions
where we have much more complex systems,
where it is difficult to get some insights using the
conventional approaches like mathematical
optimisation.”

Swinburne University of Technology



Foundations for establishing responsible Al for net zero Guidelines

Responsible Al: risks, challenges
and opportunities

Although not all participants had a detailed
understanding or could define responsible Al, they
consistently associated Al with risks, accountability,
data, trust, security, and privacy throughout the
workshops, often comparing Al to other technologies.

They understood that Al systems are built on and
work because of the availability of digital data. For
example, they drew on their understanding of data
and algorithmic decision making to comment that a
lack of accurate, locally relevant data would make it
hard to train Al to anticipate what was likely to happen
across specific Indian and Australian contexts.
Security, privacy, and bias were all noted as
particularly significant, with participants frequently
posing the question ‘what happens when Al makes
incorrect predictions?’

Participants related readiness (for responsible use of
Al) to the availability and accuracy of digital data, and
to the people and processes that would be held
accountable. Participants felt that neither data nor
accountability structures were ready to support Al at
present,commenting on the piecemeal nature of data
and fragmented accountability in the energy sector in
both Australia and India.

They noted that accountability is often not always
clear, or easy to assign. This was related to the way
that Al makes decisions, often within ‘black box’
systems, and complicated governance structures in
both Australia and India. For example, in both Australia
and India, governance of the energy sector is currently
fragmented with different entities responsible for
electricity generation, transmission, and sale to
end-users. This is compounded by the roles of
different State and Federal government agencies in
balancing the needs of the sector with those of
end-users.

Responsible Al for net zero

Key findings
Data

Participants agreed that the impact of Al depends on
the availability and quality of data. They noted that
inadequate, incomplete, or inaccurate data poses
significant challenges in selecting and implementing
the right Al tools. Participants also highlighted that
reliable data is vital for successful Al implementation.
The challenge of sourcing data from the energy sector
was related to:

— Areluctance within the sector to share
commercially sensitive data

- The complexity of the sector and the different
stakeholders involved which makes it hard to know
the sector in its entirety using data

- Concerns about personal data and privacy, which
extended to data sourced from the home, for
example, through smart meters.

“Then comes the questions of do | have data?
Where is that data? Is it complete? Is it right?
Is it accurate? Then once you’ve gauged that,
then we can comment on which Al tool you want
to go with. Say, should it be supervised or
unsupervised? Neural network? Deep neural
network? The challenge starts with the availability
of data, and then the reliability of the data.”

Country and context-specific data

An important issue identified was the lack of locally
relevant data. Participants observed that Al models
often rely on data from different contexts, such as
Australian or US grid data, which may not accurately
reflect energy usage patterns in India. While this was
flagged as an operational issue, it became particularly
acute as an issue that limited the ability to train Al to
respond to local conditions.

“It has been my experience that when people talk
about data in the energy sector they are all either
Australian grid data sets or they are US grid data
sets. There’s no Indian grid data sets.”

“I think that one thing... is the lack of quality data
at scale.”

Swinburne University of Technology



Foundations for establishing responsible Al for net zero Guidelines

Privacy, security and bias

Participants were also concerned about data privacy,
bias, and security. They recognised that one source
of data that would be important for the training and
operation of responsible Al was personal data,
including data drawn directly from technologies
already located in the private space of the home

e.g. smart meters, as well as metadata about people’s
behaviours. Access to this data is critical for
tempering the bias that is built into Al systems that
are trained using international data. But steps must
also be taken to ensure that the personal data that
is used is representative, so as to avoid biasing Al
systems in favour of some end-users over others. It
is also critical that access to those data be balanced
with the right to privacy.

Participants also recognised that these biases could
operate at a national level - for example when the
data used to train Al was drawn from another country.
At this level participants noted that bias represented
a risk not only to privacy, but to the security of the grid
itself. To address these concerns, they emphasised
the need for robust cyber-security measures to be put
in place to protect Al systems, including systems that
were capable of detecting bias in data, and in the
decisions made by Al using those data.

“Are these algorithms designed by toolchains in a
way which benefits certain people? How do we
ensure that they are fair? Should that not come
under the regulation as well, because | think 90%
of the Al today is open source.”

“Do you know exactly what data has been taken?
What sort of improvement this Al solution is
achieving? And what is the possible funding of this
Al solution? As far as I’'m aware we don’t have
hardline standards across all institutions, and |
think that is also a need.”

“Bias has multiple levels right. Some are good bias,
some are bad bias. We need a detection system
that can detect and at least tell us.”

Responsible Al for net zero

Complexity of energy infrastructure

Participants acknowledged the risks in
implementation of Al are not insignificant. However,
for Al to be responsible it needs to actively contribute
to positive outcomes. For this to happen participants
recognised that we need to create an environment
that enables Al to act responsibly. Participants
emphasised that to create this environment:

- Al needs to work with the other systems, processes,
stakeholders and technologies that already make
up the energy sector

- That for this to happen those systems, processes,
stakeholders and technologies would need to be
ready to support Al.

They emphasised that if the energy sector focused
on getting ready for Al it could address this
fragmentation by considering where, when, and how
Al should be used as part of the energy sector. This
would allow the sector to move away from managing
the adverse outcomes of Al systems, to proactively
engaging Al and designing new Al systems that
promote desirable outcomes.

“One of the other key challenges that we see is the
complexity around integrating Al use cases into
existing energy infrastructure.”

“Generation to consumption is one train. You cannot
say I will control here but | won’t control here.”
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Foundations for establishing responsible Al for net zero Guidelines

Computing power and carbon footprint

Participants raised concerns about the substantial
computing power required by Al systems and its
associated carbon footprint. They stressed the need
to balance the efficiency gains of Al with its
environmental impact, ensuring that Al contributes
positively towards net zero goals without offsetting
its benefits with high carbon emissions. This is a
reminder to make sure that when we implement Al we
do not simply pass the carbon cost down the supply
chain. This insight is critical because it implies that for
Al to support the goal of net zero responsibly, it must
not only contribute to that objective but also actively
avoid any adverse effects.

“When you have something that is deployed in the
cloud how do you quantify the implications of
implementing a new technology there? Because at
the moment when you deploy something with AWS
you don’t get the carbon print so that’s not taken
into account.”

“Are these Al models leading to net zero? Because it
also consumes too much energy, which is a broad
societal issue to discuss —how energy intensive
these tasks are.”

“Are you looking at estimating the impact of
emissions on solar power generation.”

Responsible Al for net zero

Accountability and explainability

Accountability is a human process. It involves people
who are accountable when Al makes mistakes, and
people who are accountable for decisions about what
Al should do. To ensure that those decisions can be
consistently enforced, it is important that they are
formalised through regulation. In this way,
accountability creates an enabling framework within
which Al can act responsibly. The opaque nature of Al
decision-making and the fragmented governance of
the energy sector complicates accountability.
Participants felt that clear accountability is significant
to establishing responsible Al use as well as Al’'s ability
to explain the decisions.

Participants also noted that the question of what Al
should do and how it should do that will change as the
context in which Al is used changes. To account for
what Al should do it is important to include diverse
stakeholder voices in decisions about what Al should
do. This should happen early on, when Al and its
applications are being developed, and it should be
ongoing, as part of regulatory processes.

“As with any new technology there will always be
things that go wrong that we could never possibly
foresee, and we need to be able to, when that
happens, mobilise quickly and actually address
those issues.”

“With Al systems they can be a black box, so it can
be hard to understand the logic and reasoning that
took place... should Al be used to make decisions,
or should it just provide advice? Where do you draw
the line on this?”
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Best practices and considerations for governing Al

Data readiness

As we get ready for the widespread adoption of Al in
the energy sector it is imperative that we start to work
towards a data landscape that:

— Helps the sector build and train Al that can act
responsibly

— Can support Al making accurate and responsible
decisions

— Can support the development of well curated,
accurate and balanced (without biases) datasets
that does not violate any privacy concerns

Participants highlighted that a robust data
infrastructure to support Al implementation in the
energy sector is essential. This also involves creating
a data environment that enables Al to function
responsibly and make precise decisions, thereby

Al can contribute positively to the sector’s goals.

“The success of Al lies in de-facto, correct,
complete, accurate data.”

Responsible Al for net zero

Accountability

Accountability is a human process. It involves people
who are accountable when Al makes mistakes, and
people who are accountable for decisions about what
Al should do. To ensure that those decisions can be
consistently enforced, it is important that they are
formalised through regulation. In this way,
accountability creates an enabling framework within
which Al can act responsibly.

“When we talk of automation, automation needs to
be precise, and perfect, and accurate. To be able to
make that automation precise we want to build
some intelligence. It can’t be self-driven.”

Regardless of how well designed it is, participants
recognised that like all technologies Al would make
mistakes. While it was important to reduce the
likelihood of mistakes being made, participants
expressed the importance of clarity about who was
accountable when it occurred. In addition to
accountability for technical failures, this also includes
accountability for instances where Al is used in ways
that do not comply with regulations. The implication
here is that Al should not only be used transparently
but also be understandable in terms of how it functions.

Swinburne University of Technology



Foundations for establishing responsible Al for net zero Guidelines

Accountability is essential for responsible
implementation of Al in the energy sector. It involves
identifying the right people who will be held
accountable when Al makes mistakes and for
decisions about what Al should do. While Al can be
involved in decision making processes, workshop
participants recognised that people are ultimately
accountable for what Al does and how it is used in
the energy sector. Formalising accountability through
regulation is necessary to lead to consistent
enforcement and responsible Al behaviour. That
accountability happens at three different points in
Al’s lifecycle:

- When the technical capacities of Al are decided
during its design and development

— When decisions are made about if and how Al
should be used in the energy sector

— When Al makes a mistake

Participants noted that while Al can be used to make
decisions about the day-to-day operation and
maintenance and operation of the energy sector, the
decisions about what Al does still need to be made by
people. This was particularly important in the context
of net zero. Participants emphasised that people were
accountable for this goal, and for keeping Al on track
by building Al that works towards that goal, and
through the ongoing and effective management of
that technology.

“Another aspect which | feel is that even with the
responsible use of Al there is a scenario where a
fault has occurred. Who is to blame?”

“Humans can make decisions and be held
accountable, but with an Al system you have the
dilemma of who should be held accountable for the
repercussions of the systems.”

Responsible Al for net zero

Regulation

Regulation formalises accountability and helps to
enforce accepted standards to avoid bias or breaches
of privacy, for example, along with other established
ethical Al principles. Effective regulation can guide
consistent and contextually appropriate decision-
making and ensuring safe application relevant to

the energy sector. However, participants noted

that the use of Al in the energy sector was currently
unregulated, which meant that formal structures

to support accountability are not yet in place. This
formalisation is vital, because it reduces risks, builds
in consistent standardised processes, and establishes
contextually appropriate decision making that
considers the needs of the diverse stakeholders most
likely to be impacted by the use of Al.

“QOur number one issue was the bias... so biases can
arise in the models, which are made by humans,
and also the data which is fed... and that can also
lead to biased outcomes.”

“And we found that critical infrastructure
regulation in Australia today doesn’t really take
into effect what the impact of Al will be on
regulated infrastructure.”

Participants did acknowledge that regulation could
be difficult to get right because it involved balancing
rules that were applied consistently across different
jurisdictions, with rules that were designed for local
conditions. The need to respond to local conditions
was particularly important, because people
recognised that working responsibly in support of net
zero would look different in different locations based
on environmental conditions, the design, operation,
and governance of the energy sector, and the
geopolitical context.

For example, in India Al would need to operate across
different states with energy sectors that were
structured and funded differently. Contrasting this,
while there was still a need to navigate a complex
relational landscape to regulate responsible Al, the
relatively limited geopolitical complexity in Australia
meant there was a sense that that was achievable.
As a result, the question for participants was not if
Australia could implement responsible Al in support
of net zero, but how it could become a leader in
that space.
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Guidelines for translating
ethical principles into practical
responsible Al energy governance

Al technologies can revolutionise smart energy systems, which
is pivotal for achieving net zero goals and fostering sustainable

energy practices.

However, there is less clarity on the essential

aspects required to effectively implement responsible
Al principles. This gap hinders stakeholders from

fully embracing these principles. The complexity

of integrating Al technologies also presents a
significant barrier.

However, without a clear roadmap for implementing
responsible Al principles, stakeholders may struggle
to identify and prioritise the key aspects necessary
for successful Al adoption in current energy systems.
Awell-defined implementation strategy is essential.

Based on the analysis of the inputs received from
various stakeholders across the three workshops,
and analysis gathered from the literature, the key
guidelines for translating ethical principles into
responsible Al energy governance practice can be
summarised as follows:

Democratise data collection and development of Al
models to enable unbiased and explainable Al systems

— Build accountability of Al systems by making people
accountable for how Al outcomes are applied to
energy systems, and to handle situations when Al
makes mistakes

- Introduce regulations that formalise accountability
around the use of Al in the energy sector

To support the transition to implementing sector-wide
responsible Al, we propose as a roadmap (see Figure
11) that outlines five pillars and their collaborative
practices that guide the implementation of the
responsible Al principles within the energy sector.

The roadmap is designed to guide the implementation
of responsible Al principles in energy systems through
collaborative practices. In conclusion, we emphasise
that operationalising responsible Al in the energy
sector requires ongoing efforts and strategic actions.
The path towards responsible Al-driven smart energy
systems demands collaborative efforts and a
collective commitment to ethical Al innovation,
ensuring that technological advancements contribute
to a sustainable and equitable energy future.

Responsible Al for net zero

Pillar Description

Al Al represents the Al technologies
that interpret, analyse and predict
energy-related data to optimise the
performance of energy systems.

Data Data represents the information
foundations of energy systems.

It focuses on the acquisition,
management and consumption of
data related to energy generation,
distribution, transmission, and

consumption.

Stakeholders Stakeholders form a collaborative
hub, acknowledging the multitude
of participants within the energy
sector. This pillar recognises the
diverse set of actors involved in the
energy system, from producers to
consumers, and their roles in
transition to sustainable practices.
These stakeholders include energy
companies, utility providers,
technology developers,
policymakers, and end-users,

all of whom have a stake in the
development and implementation
of Al'in the energy sector.

Policy and
regulation

Policy and Regulation represent the
critical role of a governance
framework that ensures Al
applications are developed and
utilised within ethical and regulatory
boundaries. Such a framework is
not merely prescriptive but evolves
through continuous dialogue with
technological advancements and
stakeholder feedback.

Energy Energy Infrastructure serves as the

infrastructure operational backbone of energy
systems, which include digital
platforms capable of supporting the
sophisticated requirements of
Al-driven smart energy systems.
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Guidelines for translating ethical principles into practical
responsible Al energy governance

Figure 11: Roadmap for establishing responsible Al-driven smart energy system to achieve net zero goals
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As nations grapple with climate change and look to create efficiency

and sustainability in the energy sector, Al solutions have gained
prominence as tools that stakeholders in both Australia and India
agree have the potential to impact net zero targets.

We addressed the importance of how Al is
implemented in the energy sector, emphasising that

for Al to have a meaningful impact on net zero targets,

and to ensure that Al is responsible, it needs to be
able to work as part of the configuration of the other
technologies, systems, and processes that already
make up the energy sector. We showed that it is when
we account for these relationships, as well as the
importance of people and regulation in ensuring that
itis accountable, that Al becomes responsible.

Like the energy sector to which it will be introduced,
the relationship between Al, responsibility, and net
zero is complex. As participants pointed out in all
three workshops, this should not prevent us from
using Al to achieve net zero targets in that sector.
Instead, it is something we must be sensitive to when
we design and deploy Al, being careful to establish
arelationship between Al and the energy sector that
is reciprocal, with each informed by the other.

Our findings are informed by our analysis of the three
interactive workshops with energy sector
stakeholders and subject matter experts (in Chennai,

Gandhinagar and Melbourne) and systematic desktop

literature review. Key insights from our engagements
with stakeholders in the energy sector, which shape
our understanding of this relationship, include:

Responsible Al for net zero

Al’s promise and potential

— People in the energy sector are aware of and able
to easily discuss the use of Al in the energy sector,
and in support of net zero.

- People understand Al primarily as a tool that can
be used to support prediction and forecasting, for
example predictive maintenance of grid
infrastructure.

- Al technologies can revolutionise smart energy
systems, which is pivotal for achieving net zero goals
and fostering sustainable energy practices.

Al introduces risks

- Using Al entails risk, but the responsible use of Al
is about more than simply reducing that risk. It is
about actively contributing to positive outcomes.

— For Al to work effectively the systems, process, and
technologies that make up the energy sector need
to be ready to support Al. The complexity of
integrating Al technologies into a complex energy
infrastructure also presents significant risks.

- Data is particularly important to ensure that Al
makes decisions that are accurate, privacy-
preserved and unbiased.

- Al while introducing several risks, there is growing
interest and acceptance in the potential use of Al
to help transform the energy sector.
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Summary

Essential responsible Al principles

- Like any technology, Al will make mistakes.
Accountability for those mistakes (and for the
decisions that Al makes more broadly) needs to be
clearly attributable to people.

- Al needs to be able to respond to local conditions,
while also working consistently across different
contexts.

— Decisions about how Al is used should be developed

in dialogue with diverse stakeholders from within
and outside the energy sector.

- Understanding of the essential aspects and
principles required to effectively implement and
operationalise responsible Al principles is key to
bridge the gap that hinders stakeholders from
fully embracing Al.

— Seven key dimensions of responsible Al namely
- Data, Algorithm, Human-Centric, Social and
Societal, Governance and Regulatory,
Environmental, and Economic and Labour are
crucial for promoting ethical, equitable, and
sustainable Al deployment in the energy sector.

Responsible Al for net zero

Need for clear roadmap

— Data and a detailed analysis of needs and goals was

identified as vital for supporting the development
of regulation that responded to local conditions

- Without a clear roadmap for implementing

responsible Al principles, stakeholders may struggle
to identify and prioritise the key aspects necessary
for successful Al adoption in current energy
systems. Awell-defined implementation strategy

is essential.

- The roadmap we present is a starting point that can

contribute to the development and integration of
responsible Al principles and practices into the
energy sector aimed towards a more resilient,
sustainable and environmentally friendly energy
future supporting net zero.

— Further work is needed, involving multi-stakeholder

collaboration involving government, industry,
academia, energy regulators and startups to realise
responsible Al across the sector.
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NASSCOM: National Association of Software and
Service Companies.

Net zero: Net zero refers to the balance between the
amount of greenhouse gas (GHG) that is produced

and the amount that is removed from the atmosphere.

Greenhouse gag (GHG): Greenhouse gases are gases
which trap heat in the earth’s atmosphere and
contribute to climate change.

Artificial Intelligence (Al): Artificial intelligence is the
simulation of human intelligence processes by
machines or computer systems.

Smart energy systems (SESs): SESs integrate various
energy sectors, including power (electricity), heating,
cooling, and transportation, in an intelligent manner.

Responsible Al: Responsible Al operationalises
ethical principles into tangible strategies, guiding
Al deployment in real-world scenarios.

Institute of Electrical and Electronics Engineers
(IEEE): The Institute of Electrical and Electronics
Engineers is an American professional association for
electronics engineering, electrical engineering, and
other related disciplines.

Prosumer: Energy consumers, often called prosumers
because they both consume and produce electricity.

Responsible Al for net zero

Distributed energy resources (DERs): DERs are
small-scale units of local power generation, typically
located close to where the electricity is used (e.g.,
homes, businesses). These resources can include
solar panels, wind turbines, battery storage systems,
and other forms of renewable or conventional energy.

Load forecasting: Load forecasting predicts future
electricity demand. It can be short-term, medium-
term, or long-term, depending on the time frame of
the prediction.

Generation forecasting: Generation forecasting
predicts the amount of electricity that power plants
will produce over a specific period.

Demand response management: demand response
management involves adjusting electricity
consumption by end-users during peak demand
periods or when energy supply is limited.

Small medium-sized enterprises (SMEs): Small and
medium-sized enterprises (SMEs) are businesses with
a limited number of employees and relatively low
revenue compared to larger companies.

Predictive maintenance: Predictive maintenance
involves monitoring the condition of equipment and
systems to predict when maintenance should be
performed.
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Appendix A -
Systematic literature review

Figure 12: Roadmap for establishing responsible Al-driven smart energy system to achieve net zero goals
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Appendix B -
Research Workshops in Australia and India

Research WOFkShOp i Venue: |IT Madras, India
Date: 8th Dec 2023
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Appendix B — Research Workshops in Australia and India

Research WOFkShOp 2 Venue: lIT Gandhinagar, India
Date: 15th Dec 2023
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Appendix B — Research Workshops in Australia and India

Research Workshop 3 Venue: Radisson Melbourne, Australia
Date: 12th Mar 2024
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Appendix C -

Research workshop worksheets

RESPONSIBLE Al FOR NET ZERO

SESSION 1- WHAT ARE THE KEY USE CASES OF Al IN THE ENERGY SECTOR, AND
HOW DO THEY RELATE TO NET ZERO?

1.What are the use cases ?

2.What is the data that might be used?

3.What are the benefits and risks?

RESPONSIBLE Al FOR NET ZERO

RESPONSIBLE Al FOR NET ZERO

- WHAT ARE THE KEY CHALLENGES IN THE USE OF RESPONSIBLE Al
IN THE ENERGY SECTOR?

1.What are the challenges in using Al?

2.What does responsible Al mean to you?

3.What are the issues related to responsible use of Al?

SESSION 3 - WHAT ARE THE BEST WAYS TO GOVERN Al IN THE ENERGY
SECTOR TO ENSURE THAT IT IS ETHICAL AND RESPONSIBLE?

1.Who are the essential stakeholders for shaping responsible Al?

2.What are the challenges in operationalising responsible Al?

Responsible Al for net zero
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