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OH&S Risk Management Methodology

Standard 1 Introduction

Foreword

This information has been developed to provide managers with information to assist them in meeting their obligations under the Occupation Health and Safety Act 2004.  

This OH&S Risk Management Methodology is part of the overall Swinburne Risk Management System.  It applies the concepts of risk management to occupational health & safety and provides guidance on each step of the process. 

The OH&S risk management methodology introduced in this document is based on Best Practice principles, and is complementary to processes advised by the Victorian WorkCover Authority, National Occupational Health and Safety Commission and in Australian Standards.  It is designed to provide managers and others with OH&S responsibilities with the background and methodology to conduct their OH&S management practices within the individual Management Units. 
Where applicable, additional OH&S Risk Management techniques may also be applied to further explore risk profiles such as Event Trees.

Key References

Swinburne University of Technology:
· Risk Management Policy and Principles March 2005 
· Responsibilities For Implementing Occupational Health And Safety Across The University Policy
Victorian Government:

Occupational Health and Safety Act 2004. http://www.austlii.edu.au/au/legis/vic/consol_act/ohasa2004273/
Standards Australia:

· AS/NZS 4360:2004 Risk Management

· AS/NZS 4804:1997 Occupational Health and Safety – General Guidelines on Principles, systems and supporting techniques.  http://www.swin.edu.au/lib/database/ascd.htm
Definitions – as applicable to Occupational Health and Safety

Hazard:
All actions, situations and occurrences that have the potential to cause harm.

Risk:
How severely can someone be harmed by the hazard, and how likely it is that a person will be harmed by the hazard.

Reasonably Practicable:

Practicable as defined in the OH&S Act 2004, means practicable having regard to the following matters in determining what is (or was at a particular time) reasonably practicable in relation to ensuring health and safety-
(a)
the likelihood of the hazard or risk concerned eventuating;

(b) 
the degree of harm that would result if the hazard or risk eventuated;

(c)
what the person concerned knows, or ought reasonably to know, about the hazard or risk and any ways of eliminating or reducing the hazard or risk;

(d)  
the availability and suitability of ways to eliminate or reduce the hazard or risk;

(e)  
the cost of eliminating or reducing the hazard or risk.

Duties of employers under the Occupational Heath and Safety Act 2004
The Act states that: 
“An employer must, so far as is reasonably practicable, provide and maintain for employees of the employer a working environment that is safe and without risks to health.”

Without limiting the generality of these requirements further requirements are set out within the Act, and in its associated regulations.

Within the university setting “employers” are considered to be the Heads of Management Units. For further details refer to “Responsibilities for Implementing Occupational Health and Safety across the University”, Policy approved by the Swinburne Executive Group. 
http://ppd.swin.edu.au/default.htm
All Managers within SUT have obligations to provide a health & safe workplace for areas under their control.   Workplace injury has a significant impact on the human and financial resources of all organisations.   Hazards are the prime source of occupational health and safety problems.  Hazard management offers the best opportunity for reducing injury and illness in the workplace. Identification of hazards and assessment of the risk of injury or illness they present are essential steps in eliminating and controlling hazards effectively.

OH&S Management 

Table 1 - The five steps of the OH&S risk management process

	Risk Assessment Process
	Hazard Identification
	All actions, situations and occurrences that have the potential to cause harm.

	
	Risk Assessment
	Determining the risk associated with a hazard.

	
	Control Selection
	Selection of risk control measures that are in correct response to the risk, following the hierarchy of controls.

	Risk Control Process
	Control Implementation
	Implementing changes to process or the environment to eliminate or limit the hazards associated with a particular task.

	
	Review and Improve
	Reviewing if the control measures that have been put in place to reduce the risk are effective.


OH&S Risk Management Cycle


Step by step process

The following process is recommended to Heads of Management Units to ensure their compliance with their duty of care under the Occupational Health and Safety Act 2004. 
Step 1 – Hazard Identification (For further information refer to page 7) 

1. Consult relevant employees and safety representatives during the hazard identification process.

2. Systematically identify all OH&S hazards in the Management Unit.

3. Document the identified hazards in the manner appropriate. 
4. For example on the appropriate proformas refer to the subsequent standards of the SOHSMS, or on the hazard report form from the OH&S Hazard Management Procedure.

Step 2 – Risk Analysis (For further information refer to page 8) 
1. Consult relevant employees and safety representatives during the risk analysis process.

2. Determine the level of damage that the hazard could cause if no action is taken.

3. Determine the likelihood that this level of damage occurs.

4. Determine  the risk level of the hazard.

5. Document the risk level of the hazard.

Step 3 – Control Selection / Recommendation (For further information refer to page 10) 
1. Consult relevant employees and safety representatives during the control selection / recommendation process.

2. Determine how the hazard could be controlled, both in the short term and the long term.

3. Select the controls as high up in the control hierarchy as practicable.

4. Document the recommended control options for the hazards.

5. Determine if new hazards would be introduced with the implementation of the controls.

6. If new hazards would be introduced with the implementation of the controls, redo step 1 to 3.

Step 4 – Control Implementation (For further information refer to page 12) 

1. Consult relevant employees and safety representatives during the process of setting priorities for the implementation of controls.

2. Develop a control implementation plan.

3. Set priorities and time lines for the implementation of the recommended controls.

4. Implement the controls.

5. Review the implementation plan and verify that controls have been implemented, when controls have been implemented the Head of Management Unit is to sign off on the control implementation action.

Step 5 – Review and Improve

(For further information refer to page 13) 

Ongoing management of identified hazards
· Review the OH&S management process, steps 1 to 4 at least every five years.
· Review the OH&S management process if new information becomes available regarding the nature of the hazard, or if new or more effective control methods become practicable.

Managing changes to the work environment
· Prior to changing work processes or introducing new work processes OH&S management steps 1 to 4 must be completed, including the implementation of controls.

Supporting Material

A.
Hazard Identification 

The first step in the OH&S risk management cycle is the identification of hazards.

HAZARD: 
All actions, situations and occurrences that have the potential to cause harm.

Considerations

The first stage in reducing the likelihood of an injury is hazard identification. The identification of hazards must be comprehensive and systematic.  Hazard identification should cover all tasks, activities, work methods and environmental factors in all work units within a department.

The team approach

When planning hazard identification consultation with employees is recommended. OH&S representatives and experienced personnel have a good understanding of the tasks, and what the hazards are.  

Regular inspections and monitoring

Regular general inspections are a good way of monitoring housekeeping practices and the work environment.  It is a good way of picking up those hazards that might not be picked up in the task and operational hazard identification.

Identifying Hazards
Consider if any action, process or use of equipment could cause injury or ill health to a person doing the job.  The identification should include normal conditions, as well as special or emergency situations.

Hazards can be identified through the following means:

· Discussion about the task or operation with employees or health and safety representatives.

· Examination of records of incidents, accidents and dangerous occurrences in the workplace.

· Consideration of changes in the work and their direct and indirect impact on the operation.

· Consulting checklists and hazard identification tools specific to the task or operation.  (Refer to the other Standards of the Swinburne OH&S Risk Management System, and or individual OH&S procedures). 

People that may be affected by hazards 
When identifying hazards it is important to consider who is at risk, as hazards may affect different groups of people.  

Hazard identification should consider:

Employees at work:
Workers directly involved in the activity, other employees in the workplace, and maintenance / cleaning staff.

Other persons:
Students, contractors, visitors, and members of the public.

Documenting Hazard Identification

All hazards that have been identified need to be documented.  Some hazard identifications have set formats for documentation.  For example plant, hazardous substance, and manual handling hazard identifications.  For the documentation of others hazards the standard form can be used.  Prior to doing your hazard identification it is important to check if there is a set proforma for the documentation of your process.  

Examples of hazards
	The Hazard
	Storage of large and heavy items on high shelves.  It is awkward to lift the items down.


	The Hazard
	The tread of a step has been broken, and people can trip down a step.

	The Hazard
	Boxes of paper have been stored in the stairwell, and are obstructing the emergency exit.  In case of an emergency people may get trapped in the building, or a fire could start in the fire evacuation stairwell.


B.
Risk Analysis and Classification

Risk analysis is a process of classifying hazards by their potential for harm, considering both consequence of the potential harm, and the likelihood of the hazard causing harm.  Once the classification has been done through the analysis priority for action can be assigned to high risk hazards.

RISK:
How severely can someone be harmed by the hazard, and how likely it is that a person will be harmed by the hazard.

Risk Analysis

When analysing risks, three factors should be taken into consideration.  The consequence of the potential harm, the likelihood of the harm occurring, and what if anything has been done already to stop or control the hazard.   

Consequences

The consequence considers the potential harm that can be caused by the hazard. How much damage is likely to occur if the hazard is not controlled? Consider what has already been done to minimise the outcome of the hazard.  The classifications of consequence used in the model are:

· Catastrophic
Multiple deaths 

· Major
-
Single death

· Moderate
-
Injury / Hospital

· Minor
-
Injury / treatment

· Insignificant
-
First Aid

Likelihood

The likelihood considers the chance that the hazard will actually harm someone.  This includes considerations of how frequently and how long people are exposed to the hazard, as well as the chance of something actually going wrong.  Consider what has already been done to minimise the likelihood of the harm actually occurring.  Examples of when to use certain types of classifications are listed below.

The classifications of likelihood used in the model are:

	Rare
	Event may occur only in exceptional circumstances

	Unlikely
	The event may occur at some time, say once in 10 years

	Moderate
	The event should occur at some time, say once in 3 years

	Likely
	The event will probably occur in most circumstances, say once a year

	Almost Certain
	The event is expected to occur in most circumstances, say many times a month


Risk Classification

Once the consequence and likelihood have been determined for the hazard, the hazard can be given a risk classification, using the OH&S Risk Classification Matrix as shown below.   The higher the risk classification that is assigned, the higher the level of risk associated with the hazard.  The risk classification should be used to assign priority in hazard control. 

Table 2:  OH&S Risk Classification Matrix 

	
	Likelihood

	Consequence
	Almost

Certain
	Likely
	Moderate
	Unlikely
	Rare

	Catastrophic


	25
	24
	21
	19
	17

	Major


	23
	22
	20
	15
	14

	Moderate


	18
	16
	13
	10
	9

	Minor


	12
	11
	8
	5


	4

	Insignificant


	7
	6
	3
	2
	1


	High Risk
	Medium Risk
	Low Risk
	Very Low Risk


Extended Classification

A further extended classification of the risk of a hazard is possible by multiplying the initial risk classification with a multiplier.  This tool can be effectively used when setting priorities for hazards where multiple people are exposed.

The extended classification considers how may people are likely to be affected by the hazard. The more people affected by the hazard, the higher the multiplier and the higher the extended risk classification.  Multipliers are selected as per the following table.

Table 3: Multiplication table for extended risk classification:

	Number of people affected
	Multiplier
	

	1-9
	multiply by 1
	(*1)

	10-99
	multiply by 2
	(*2)

	100-999
	multiply by 3
	(*3)


The extended risk classification can be found by applying the following formula:

Initial Risk Classification    x     Multiplier   =    Extended Risk Classification.

Documenting Risk Analysis and Classification

Once the risk has been analysed, and the level of risk assigned, it needs to be recorded with the hazard identification record.  In this way it becomes possible to track which hazards have the highest risk, and which hazards should be controlled with the highest priority.

Recording of the risk classification is often done on the same documents as the hazard record, however, it may be documented separately.  Prior to doing your hazard identification and documenting your OH&S risk analysis outcome, it is important to check if there is a set proforma for the documentation of your process.

Examples of risk analysis and classification

	The Hazard
	Storage of large and heavy items on high shelves.  It is awkward to lift the items down.

	The Risk
	Consequence:
	Major – a musculo-skeletal injury could cause permanent damage, someone could fall when bringing down the objects. 

	
	Likelihood:
	Moderate – nobody has been injured lifting down the items in the past, and they are not accessed often.  

	
	Risk Level:
	20


	The Hazard
	The tread of a step has been broken, and people can trip down a step.

	The Risk
	Consequence:
	Minor – a fall could cause a fracture.

	
	Likelihood:
	Almost Certain – because lots of people use these steps.

	
	Risk Level:
	12


	The Hazard
	Boxes of paper have been stored in the stairwell, and are obstructing the emergency exit.  In case of an emergency people may get trapped in the building or a fire could start in the fire evacuation stairwell.

	The Risk
	Consequence:
	Catastrophic – inability to exit a building during an emergency could lead to entrapment, smoke inhalation, panic and crushing injuries. 

	
	Likelihood:
	Likely – in the event of a fire it is likely that the exit will be congested or blocked.

	
	Risk Level:
	24 – the initial risk level of 24 is multiplied by 2 because of the number of people that could be affected if a fire did eventuate in the building.  Example:  10 - 99 people, 24 x 2 = 48


C.
Control Selection / Recommendation

It is important to examine control measures as part of the OH&S risk management process.  The selection of controls will determine to what extent a hazard will be affecting a workplace and employees in the future.  The more effective the control measures, the more lasting the effect of control. 

Control Selection  

Controls should be selected in response to the level of risk posed by the hazards, and the practicability of the control.  It is both a legal requirement and good OH&S management practice for risk control selection to follow the hierarchy of controls.  At times it may be necessary to implement more than one type of control to effectively manage the risk.

The Hierarchy of Controls

The hierarchy of controls sets out a preferred order in which hazards should be controlled.  The control options at the top of the hierarchy are most effective, as they do not require further management once they are implemented.  The further down the hierarchy of controls, the more management and effort is required in maintaining control over the hazard.

Elimination

Elimination is the first control option that needs to be considered.  It is the most effective no further risk control actions will need to be considered in the future because the hazard no longer exist.  Example of questions to ask:

· Is it possible to discontinue the use of this product / chemical / process / machine?  

Substitution

Substitution is where the item that poses a hazard is replaced by a similar item that does the same job, but has a lower hazard level.  Example of questions to ask: 

· Is there another chemical, machine, process that we can use that does the same job, but has lower levels of risk?

Isolation

Isolation is used to isolate the hazards from the persons that it can harm.  Example of question to ask:

· Can the object / area / process be surrounded in such a way so it can not impact on any person? 

· Can the person be placed in a control booth?

· Can the object / area be controlled from a remote location and without increasing the risk?

Engineering methods
Changing the process, equipment or tools in such a way that the risk is reduced.  

Examples of questions to ask: 

· Is there any way to modify or change the machine / process / object so that a person is not directly exposed to the hazard? 

· Is there a way to modify the object / process / machine so that the exposure is minimised?

· Is there any way in which the machine / object / process can be modified to give greater control over the process and potential exposures?

Administration controls
Using administrative guidelines, procedures, rosters etc, to minimise the impact of a hazard on a person.  Examples of questions to ask: 

· Can safe work procedures be developed and implemented to minimise the risk? 

· Can information, instruction and training be provided to help minimise the risk?

· Can shift roster arrangements limit the exposure?

Personal Protective Equipment (PPE) 
This is the least effective means of controlling risks and is often expensive in the long term.  PPE should not be considered unless all other control options have been exhausted.  If PPE is to be considered it should be implemented as a program, including such things as, selection of appropriate PPE in response to the hazard, training for staff, maintenance programs, and supervision to ensure correct use.   
Example of a question to ask when considering PPE:

· 
Is there a way in which the hazard can be controlled without the use of PPE?

· 
Is there a device that can be worn to protect the persons from the hazard?  For example face mask, goggles, hearing protection, respiratory protection, foot protection.

Table 4 – Examples of using the hierarchy of controls.

	Risk Control
	Examples

	Elimination
	Abandonment of a laboratory practice which involves hazardous substances.

	Substitution
	Water based instead of solvent-based paint, using chemicals of lower concentration, painting with brush instead of spray painting.

	Isolation
	Fume cupboards, sound enclosure booths, fencing around trenching operations, remote control operations.

	Engineering controls
	Machine guarding, ventilation and extraction systems, wetting down techniques to minimise dust.

	Administration controls
	Job rotation, safe operating procedures, for example lockout procedures or procedures that describes safe operation of machinery. 

	Personal protective equipment
	Safety glasses, footwear, gloves, masks, and respirators.


Consideration of Controls
When a control is being considered to address a hazard it is important to assess if this control is going to introduce new hazards into the workplace.   If new hazards are going to be introduced they will need to be controlled as well.  Perhaps a different approach to the control of the risk would be more appropriate.  Questions to ask include:

· Is normal access and emergency access going to be affected in any way?

· Is the quality of the product going to be affected?

· Is more manual handling going to be required in the process?

Documenting Control Selection / Recommendation 
Once the control selection has been established, it needs to be recorded with the hazard identification and risk analysis record.  This is often done on the same document as the hazard record; however, it may be documented separately.  Prior to doing your hazard identification and documenting your risk analysis outcome, it is important to check if there is a set proforma for the documentation of your process.
When documenting controls it is important to consider if short term or interim control measures are required to manage the risk until it can be addressed in a more permanent manner.  If this is the case, both risk control measures need to be documented.

Examples of risk control selection 

	The Hazard
	Storage of large and heavy items on high shelves.  It is awkward to lift the items down.

	The Risk
	Consequence:
	Major – a musculo-skeletal injury could cause permanent damage, someone could fall when bringing down the objects. 

	
	Likelihood:
	Moderate – nobody has been injured lifting down the items in the past, and they are not accessed often.  

	
	Risk Level:
	20

	Risk Control
	Administrative
	Develop procedures within the department regarding the storage of items.  Ensure items that are accessed often are between knee and shoulder hight and heavy items are not stored above head hight.


	The Hazard
	The tread of a step has been broken, and people can trip down a step.

	The Risk
	Consequence:
	Minor – a fall could cause a fracture.

	
	Likelihood:
	Almost Certain – because lots of people use these steps.

	
	Risk Level:
	12

	Risk Control
	Eliminate
	Replace the broken tread of the step.


	The Hazard
	Boxes of paper have been stored in the stairwell, and are obstructing the emergency exit.  In case of an emergency people may get trapped in the building or a fire could start in the fire evacuation stairwell.

	The Risk
	Consequence:
	Catastrophic – inability to exit a building during an emergency could lead to entrapment, smoke inhalation, panic and crushing injuries. 

	
	Likelihood:
	Likely – in the event of a fire it is likely that the exit will be congested or blocked.

	
	Risk Level:
	24 – the initial risk level of 24 is multiplied by 2 because of the number of people that could be affected if a fire did eventuate in the building.  Example:  10 - 99 people, 24 x 2 = 48

	Risk Control
	Eliminate
	Remove the items in the passageway.

	
	Administrative
	Erect signs in the passageway indicating it can not be used for storage.

	
	Administrative
	Determine how the items came to be stored in the emergency exit, and educate the people about the hazards of storing items there.

	
	Administrative
	Include checking the emergency exits in the periodic workplace inspection plan.


D.
Control Implementation

After the hazard identification, the analysis of the risk, and the selection of appropriate controls it is necessary to determine the priorities of hazard controls, and develop an implementation plan.  

The level of risk, and the practicability of the available controls will influence prioritisation of controls.  The control implementation plan can vary in size, from an implementation plan in response to the hazards identified on the use of one process, to a risk control implementation plan for a department, School or Management Unit.

Prioritisation of Control Implementation  
The nature and risk level of the hazard, as well as the relative effort / cost required for the control should influence the decisions when setting priorities for implementing controls. Both high risk and lower risk hazards should be considered when setting priorities.  

Some hazards may be easily fixed, and therefore the controls should be implemented quickly.  Other risk controls may require more work, but the nature of the outcome may be such that the implementation of short term controls may be effective while preparing for longer term solutions.  

Implementation Plans
Implementation plans are by their very nature ‘working’ documents.  They need to be reviewed from time to time to track the implementation of the OH&S management effort, and the implementation of the controls.  An implementation plan should include: a description of the control, who will be responsible, time lines for implementation, processes for monitoring, and verification of items completed.

Control description
By describing the control on the OH&S management plans anyone can check if the action has taken place, as well as establishing an ongoing record of the OH&S management efforts. Long term and short term controls can be documented to show that action is taken to control hazards in a practicable and responsible manner. 

Assigning Responsibility
Responsibility for the action needs to be defined and documented, so that follow-up can be directed.  If responsibility has been assigned, it is also more likely that the action will be completed.

Implementation Time Lines
Setting time lines will help to structure the hazard control effort.  If time lines are not met it is important to consider why, and set new targets.

Monitoring
When the above has been documented it becomes possible to monitor the hazard control process.  Monitoring should be done on a regular basis.  Inclusion of OH&S management activities as an agenda item on management or department meetings can be very effective.

Verification of items Completed
Once items are completed they should be signed off, and verified complete.  It may be useful to schedule a follow-up review to determine if the control is effective and has not introduced new hazards.

Risk Control & Evaluation 
The last OH&S management stage is risk control and evaluation. Risk control means taking actions to eliminate or reduce the likelihood that exposure to a hazard will result in injury/illness. Once current workplace hazards have been successfully controlled the process does not cease; an OH&S management program is cyclical. A systematic evaluating and review system must be implemented, as there is always the potential for new hazards to be introduced into the workplace.  

The preferred order in which hazards should be controlled is termed the hierarchy of controls. Controls should be selected from as high up the hierarchy table as is reasonably practical to maximise effectiveness. In some circumstances a combination of controls will be necessary to reduce the level of risk.

E.
Review and Improve

Effective OH&S management is an ongoing process. New information about hazards, and new alternative or improved control measures become available from time to time.  Periodic review of the OH&S management effort is therefore required.  

Departments should schedule a review of the major OH&S management efforts of the department on a regular basis, but no less than once every five years.  The review should be scheduled based on the risk profile of the department, and should be flexible enough to be changed, as hazard information becomes available.

Summary of Swinburne OH&S Risk Classification 

CONSEQUENCE
The consequence considers the potential harm that can be caused by the hazard. Consider what has already been done to minimise the outcome of the hazard. The classifications of consequence used in the model are: 

· Catastrophic
Multiple deaths 

· Major

Single death

· Moderate

Injury / Hospital

· Minor

Injury / treatment

· Insignificant
First Aid

LIKELIHOOD
The likelihood considers the chance that the hazard will actually harm someone.  This includes considerations of how frequently and how long people are exposed to the hazard, as well as the chance of something actually going wrong.  Consider what has already been done to minimise the likelihood of the harm actually occurring.  

The classifications of likelihood used in the model are:

	Rare
	Event may occur only in exceptional circumstances

	Unlikely
	The event may occur at some time, say once in 10 years

	Moderate
	The event should occur at some time, say once in 3 years

	Likely
	The event will probably occur in most circumstances, say once a year

	Almost Certain
	The event is expected to occur in most circumstances, say many times a month


RISK CLASSIFICATION
Once the consequence and likelihood have been determined for the hazard, the hazard can be given a risk classification, using the Risk Classification Matrix as shown below. 

Table 2:  OH&S Risk Classification Matrix

	
	Likelihood

	Consequence
	Almost

Certain
	Likely
	Moderate
	Unlikely
	Rare

	Catastrophic


	25
	24
	21
	19
	17

	Major


	23
	22
	20
	15
	14

	Moderate


	18
	16
	13
	10
	9

	Minor
	12
	11
	8
	5
	4

	Insignificant


	7
	6
	3
	2
	1

	High Risk
	Medium Risk
	Low Risk
	Very Low Risk


The higher the risk classification that is assigned, the higher the level of risk associated with the hazard.  The risk classification should be used to assign priority in hazard control. 

EXTENDED CLASSIFICATION
A further extended classification of the risk of a hazard is possible by multiplying the initial risk classification with a multiplier.  This tool can be effectively used when setting priorities for hazards where multiple people are exposed.

Table 3: Multiplication table for extended risk classification:

	Number of people affected
	Multiplier
	

	1-9
	multiply by 1
	(*1)

	10-99
	multiply by 2
	(*2)

	100-999
	multiply by 3
	(*3)


The extended risk classification can be found by applying the following formula:

Initial Risk Classification    x     Multiplier   =    Extended Risk Classification.

Prioritisation of Control Implementation:
Prioritisation of the implementation of controls should take into consideration the nature and risk level of the hazard, as well as the practicability of the proposed controls.  Where practicable control options are available immediately they should be implemented straight away, and should not be deferred until higher risk activities have been controlled.
Review and Improve





Is the process working effectively?





Have the control measures eliminated or reduced the risks?





Is new information available?








Risk Assessment Process





Hazard Identification


Identify all hazards associated with the system of work





Risk Analysis


Assess the risks of injury or ill health arising from the hazards





Control Selection


Decide on practicable control measures 





Control Implementation


Determine priority and implement control measures as per plan





Risk Control Process 








Will the control measures introduce


new hazards?
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